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FOR-OFHCIALUSE-ONLY

Dissemination of Information About U.S. Persons

Dissemination means the transmission, communication, sharing, or passing of information outside of
I&A, or to any individual not otherwise assigned to or directly supporting I1&A.

I&A may disseminate information regarding U.S. persons, without their consent, only under any of
the following three conditions:®

1. Where information, although not authorized for retention by I&A is potentially relevant to the
responsibilities of another IC element, the information may be forwarded to the other element,
consistent with all applicable laws, executive orders, or regulations;’or

2. Where dissemination is required by an independent legal authority and is not undertaken as an
intelligence or information sharing activity; or

3. To appropriate Federal, State, tribal, and local government agencies and authorities, the private
sector, and other entities, so long as the information was properly collected and/or retained, and,
there exists a reasonable belief that the intended recipient of the information has a need to receive
such information for the performance of a lawful governmental or homeland security function, such
as:

e Anemployee of a law enforcement intelligence or non-intelligence component of DHS
who has a need to know the information to perform his or her official duties;

e A federal, state, tribal or local law enforcement entity when the information indicates
violation of laws enforced by the law enforcement entity;

e An agency of a state or local government, or a private sector entity with responsibilities
relating to homeland security, in order to assist in the deterrence, prevention, preemption
of, or response to, terrorist attacks against the U.S.;

e A protective, immigration, national defense, or national security agency of the federal
government authorized to receive such information in the performance of a lawful
governmental function;

e A foreign government and dissemination is undertaken pursuant to an agreement or other
understanding with such government in accordance with applicable foreign disclosure
policies and procedures.

Non-publicly available information about U.S. persons obtained through court-authorized electronic
surveillance and physical searches should not be provided to state, local, or private sector authorities
unless it is confirmed that the information is not FISA-derived, does not concern a U.S. person, or is
otherwise to be provided in conformance with court-approved procedures.

Any dissemination of U.S. person information that does not conform to the conditions set forth
above requires the approval of the Under Secretary for Intelligence and Analysis after consultation
with the Office of General Counsel (Intelligence).

¢ Any dissemination of classified intelligence must be done consistent with E.O. 13292, Further Amendment to Executive
Order 12958, as Amended, Classified National Security Information , E.O. 12968, Access to Classified Information, and
E.O. 13388, Further Strengthening the Sharing of Terrorism Information To Protect Americans.

" This does not include information derived from signals intelligence or otherwise collected originally pursuant to the
Foreign Intelligence Surveillance Act, which may only be disseminated in accordance with applicable directives and
procedures, including any court-approved procedures, specifically addressing each of these types of information.
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Minimization

I&A personnel shall not disseminate information identifying a U.S. Person unless such data is
deemed necessary for the intended recipient to understand, assess, or act on the information
provided. Prior to any dissemination of U.S. person information, the information is to be reviewed
to determine whether inclusion is necessary for the intended recipient. This review process is called
“minimization.” Products intended for multiple recipients may require tailored versions, each with
varying degrees of U.S. person identifying information, based upon the respective intended audience
for each product.

e When not necessary, the personally identifying information will be replaced with “a U.S.
Person,” “USPER,” “a U.S. Corporation,” etc., as appropriate. The product will indicate
through an advisory that the information has been minimized and inform recipients how they
may obtain the U.S. person information should their mission require it.

e When it is necessary for a product to include U.S. person information, the product must
indicate the presence of this information through an advisory such as “this product contains
U.S. person information” or words to that effect. Additionally, the U.S. person information
should be highlighted in some manner that clearly indicates that it is considered U.S. person
information.

Identifying and Reporting Questionable Activities

A questionable activity is any conduct by 1&A personnel that may constitute a violation of the law,
any Executive Order or Presidential Directive, or these guidelines. It includes professional and
personal violations of any federal criminal law.

I&A intelligence personnel are expected to maintain a high standard of professional and personal
conduct. 1&A intelligence personnel are authorized to conduct intelligence activities only in
accordance with EO 12333 and these interim procedures. They are not to exceed the authorities
granted to 1&A by law, executive order, or regulation. To ensure the integrity of the intelligence
profession and avoid exceeding I&A authorities, 1&A personnel who are aware of an actual or
potential questionable activity are required to immediately report the matter to either the I&A
Intelligence Oversight Officer, the Office of General Counsel (Intelligence), or the Inspector
General.

Conclusion

As mentioned above, these procedures are designed to serve as a reference tool for all I&A
personnel involved in intelligence activities. It does not substitute for legal review of specific
intelligence activities, and any questions on the applicability or interpretation of thse procedures
should be directed to the legal staff.

These procedures are set forth solely for the purpose of internal DHS I&A guidance. They do not
create any rights, substantive or procedural, enforceable by law by any other party in any civil or
criminal matter, nor does it place any limitation on otherwise lawful investigative and litigative
prerogatives of the U.S. Government.
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